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1. Executive Overview
ClearWallet Professional is an enterprise-grade, production-ready Cosmos SDK wallet application designed
specifically for the ClearCoin Foundation blockchain ecosystem. This release (v1.2.0-Platinum Core+ Affiliate
Edition) establishes a secure, feature-rich platform for managing CLR and CLRTx digital assets, now
enhanced with a comprehensive affiliate referral system.

Product Vision

To provide ClearCoin Foundation stakeholders with a professional-grade wallet solution that combines
institutional security standards with user-friendly interfaces, supporting the foundation's mission of
blockchain innovation and accessibility while enabling organic growth through a structured affiliate
program.

Key Highlights

Full Cosmos SDK compatibility with BIP39 standard (24-word mnemonic phrases)

Enterprise-level security with AES encryption and password protection

Advanced admin dashboard with comprehensive wallet management

Complete affiliate referral system with approval workflows and tracking

Automated funding system with tiered privilege levels

KYC/AML compliance framework with team member verification

Special PIN system for high-value account provisioning

Real-time treasury monitoring and balance tracking

Wallet deletion with strict zero-balance enforcement

Responsive web interface optimized for all devices

2. Technical Architecture
Technology Stack

Frontend: Next.js 14.2.28 with React 18.2.0 and TypeScript

Styling: Tailwind CSS with custom gradient themes and shadcn/ui components

Database: PostgreSQL with Prisma ORM for type-safe data management

Blockchain: Cosmos SDK integration with custom CLR/CLRTx token support

Security: AES encryption (crypto-js) with bcrypt for password hashing

State Management: React hooks with sessionStorage for wallet sessions

Application Architecture

The application follows a modern Next.js App Router architecture with server-side API routes, client-side
React components, and a PostgreSQL database for persistent storage. The wallet interface
communicates directly with the Cosmos blockchain nodes for balance queries and transaction
broadcasting.
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Database Schema

Wallet: Stores encrypted mnemonics, user details, KYC status, funding records, and affiliate codes

Affiliate: Manages affiliate applications, codes, status, referral counts, and earned credits

Settings: Global configuration for KYC, auto-funding, treasury, and team PINs

SpecialPin: Manages one-time use PINs for high-value account provisioning

All sensitive data is encrypted at rest with server-side encryption keys

3. Core Features & Capabilities
Wallet Management

Create New Wallet: Generate secure 24-word BIP39 mnemonic phrases with optional affiliate code

Import Wallet: Restore existing wallets using mnemonic phrases with affiliate tracking

Unlock Wallet: Quick access to saved wallets with password authentication

Balance Display: Real-time CLR and CLRTx balance from blockchain

Multiple Wallet Support: Manage and switch between multiple wallet accounts

Affiliate Referral: Users can enter affiliate codes during wallet creation/import

Transaction Capabilities

Send Tokens: Transfer CLR and CLRTx to any valid address with custom gas settings

Receive Tokens: Generate QR codes and share wallet addresses securely

Transaction History: View detailed transaction logs with expandable details

Gas Management: Configurable gas prices with CLRTx as the gas token

Memo Support: Add custom messages to transactions for reference

User Experience

Unified Access Flow: Streamlined interface for unlocking and importing wallets

Responsive Design: Optimized for desktop, tablet, and mobile devices

Dark Mode Theme: Professional purple-blue gradient aesthetic

Real-time Feedback: Toast notifications for all user actions and errors

Copy & Share: One-click address copying and QR code download

4. Security & Compliance
Security Measures

Client-Side Key Storage: Private keys never leave the user's device
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AES-256 Encryption: All stored mnemonics encrypted with user passwords

Server-Side Encryption: Additional encryption layer with environment keys

Bcrypt Password Hashing: Admin credentials protected with industry-standard hashing

Session Management: Secure sessionStorage with automatic logout

Input Validation: Comprehensive validation for all user inputs and transactions

KYC/AML Framework

The application includes a flexible KYC/AML compliance system that can be enabled or disabled globally.
When enabled, all new wallet registrations require KYC verification before full functionality is granted.
Team members from approved email domains (e.g., @clearcoinfoundation.org) receive automatic KYC
approval.

Audit Trail

All wallet creation and import events are logged with timestamps

Special PIN usage is permanently recorded with wallet address and date

Admin actions on wallet KYC status are tracked in the database

Transaction history is maintained directly on the blockchain

5. Administrative Features
Admin Dashboard Access

Administrators can access the comprehensive admin dashboard at /admin/dashboard using the
credentials: admin@clearcoinfoundation.org / Choates@@@@2026. The dashboard provides full control
over wallet management, funding, and system configuration.

Wallet Management Console

View All Wallets: Complete list of registered wallets with user details

Edit Wallet Details: Modify name, email, and team member status

KYC Status Updates: Approve or revoke KYC verification for individual wallets

Delete Wallets: Secure deletion with strict zero-balance enforcement (prevents deletion if CLR or CLRTx
balances exist)

User Information: Access to email, name, registration timestamps, and affiliate tracking

Search & Filter: Quick lookup of specific wallet addresses

Treasury Management

Real-Time Balance: Live CLR and CLRTx balance of the treasury account

Funding Capacity: Calculated estimates of remaining fundable wallets

Mnemonic Configuration: Secure setup of the treasury funding source

Balance Refresh: On-demand balance updates from the blockchain
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System Configuration

KYC Enable/Disable: Global toggle for KYC requirement

Team Email Domains: Configure approved domains for auto-KYC

Auto-Funding Toggle: Enable or disable new wallet funding

Team Member PIN: Set verification PIN for enhanced team member funding

Special PIN Management

Create Special PINs: Generate one-time use PINs with custom funding amounts

Named Assignments: Associate PINs with specific individuals (e.g., Darrell, John, Job)

Usage Tracking: View which wallet used each PIN and when

Delete Unused PINs: Remove PINs that have not been claimed

Audit Protection: Used PINs cannot be deleted to maintain compliance trail

6. Affiliate System
Version 1.2.0 introduces a comprehensive affiliate referral system that enables organic growth through a
structured partner program. The system provides complete lifecycle management from application to referral
tracking.

Affiliate Portal (/affiliates)

A dedicated portal accessible from the main navigation allows potential affiliates to apply and existing
affiliates to manage their accounts. The interface provides dual-mode functionality: application
submission for new affiliates and login access for approved members.

Affiliate Application Process

Online Application Form: Capture firstName, lastName, email, and secure password

Auto-Generated Codes: System creates unique affiliate codes in CLR-XXXXXX format

Status Management: Applications start in "pending" status awaiting admin review

Email Validation: Ensures unique email addresses per affiliate

Secure Authentication: Bcrypt password hashing for affiliate login security

Affiliate Dashboard Features

Unique Referral Code: Display with one-click copy functionality

Status Badge: Visual indicator showing pending/approved/denied/suspended state

Referral Statistics: Real-time count of total wallet referrals

Credits Tracking: Future-ready system for commission and reward tracking

Referral List: Complete view of all wallets created using their affiliate code

Status Alerts: Informative messages for non-approved accounts
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Admin Affiliate Management

Approval Workflow: Review and approve/deny pending affiliate applications

Account Suspension: Temporarily suspend affiliates for policy violations

Reactivation: Restore suspended affiliate accounts to active status

Edit Capabilities: Modify affiliate name, email, code, password, and admin notes

Deletion Protection: Cannot delete affiliates who have active referrals

Referral Analytics: View total referrals and earned credits per affiliate

Admin Notes: Internal tracking field for comments and compliance notes

Wallet Integration

Creation Flow: Optional affiliate code field during new wallet creation

Import Flow: Affiliate code support when importing existing wallets

Code Validation: Real-time verification that code exists and is approved

Auto-Tracking: System automatically increments referral count on successful signup

Database Storage: Affiliate code permanently recorded in wallet record

Case-Insensitive: Code entry automatically converted to uppercase

Security & Compliance

Code Uniqueness: Database-level constraints ensure no duplicate affiliate codes

Status Enforcement: Only approved affiliates can receive new referrals

Audit Trail: All status changes (approval, denial, suspension) are timestamped

Referral Immutability: Cannot delete affiliates with existing referrals

Session Security: Secure sessionStorage for affiliate dashboard access

7. Funding Mechanisms
ClearWallet Professional implements a sophisticated three-tier funding system that automatically provisions
new wallets with appropriate CLR and CLRTx balances based on their verification level.

Tier 1: Special PIN Funding (Highest Priority)

For high-value stakeholders, administrators can create special one-time use PINs with custom funding
amounts. When a user creates or imports a wallet with a valid special PIN, they receive the custom CLR
and CLRTx amounts designated for that PIN. Examples: 250 CLR for Darrell, 150,000,000 CLR for John.

Tier 2: Team Member Funding

Foundation team members can verify their affiliation using the team member PIN configured in the admin
dashboard. Verified team members receive enhanced funding (1,000,000 CLR + 50 CLRTx) to support
their operational needs.
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Tier 3: Regular Funding

All other new wallets receive standard starting balances (1 CLR + 1 CLRTx) to enable immediate
transaction capabilities and familiarization with the platform.

Funding Logic

�H�i�e�r�a�r�c�h�i�c�a�l� �P�r�o�c�e�s�s�i�n�g�:� �S�p�e�c�i�a�l� �P�I�N� !’� �T�e�a�m� �P�I�N� !’� �R�e�g�u�l�a�r� �(�i�n� �t�h�a�t� �o�r�d�e�r�)

One-Time Funding: Each wallet can only be funded once via auto-funding

Treasury Source: All funding transfers originate from the configured treasury account

Failure Handling: If a higher tier fails, the system automatically falls back to the next tier

Audit Logging: All funding events are recorded with amounts and timestamps

8. Deployment Information
Production Deployment

The application is deployed and accessible at: clearwalletpro.clearcoinfoundation.org

Environment Configuration

Database: PostgreSQL hosted on Abacus.AI infrastructure

Encryption: Server-side encryption key stored in environment variables

Treasury: Mnemonic configured via admin dashboard (stored encrypted in database)

Build System: Next.js standalone build with optimized production bundles

Performance Metrics

Build Time: ~15-20 seconds for full production build

Page Load: Optimized static generation for instant page loads

Bundle Size: ~87KB shared JavaScript across all pages

Database: Connection pooling for efficient query performance

Monitoring & Maintenance

Server Logs: Available for debugging and performance analysis

Error Tracking: Console logging for client-side errors

Database Backups: Regular automated backups via Abacus.AI

Version Control: Checkpoint system for deployment rollback capability

9. Future Roadmap
Version 1.2.0 - Platinum Core+ (Affiliate Edition) establishes comprehensive wallet management with referral
tracking. The following features are planned for future releases:

Page 7 of 9



Affiliate Rewards System (v1.3.0)

Credit accumulation system for successful referrals

Automated payout mechanisms for affiliate commissions

Performance metrics and referral analytics dashboard

Tiered reward structure based on referral volume

Staking Module (v1.4.0)

Delegate CLR tokens to validators for network security

View staking rewards and claim accumulated earnings

Redelegate between validators without unbonding periods

Unbonding queue management with countdown timers

Governance Participation (v1.5.0)

View active and past governance proposals

Cast votes on proposals with delegation weight

Submit new governance proposals with deposit requirements

Track voting outcomes and implementation status

Advanced Features (v2.0.0)

Multi-signature wallet support for institutional accounts

Hardware wallet integration (Ledger, Trezor)

CSV export for transaction history and tax reporting

Address book for frequently used recipient addresses

Advanced charts and analytics for portfolio tracking

Mobile native applications (iOS and Android)

Smart Contract Integration (v2.1.0)

CosmWasm smart contract deployment and interaction

Token swap functionality via integrated DEX

NFT viewing and management capabilities

IBC (Inter-Blockchain Communication) transfers to other Cosmos chains
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Conclusion
ClearWallet Professional v1.2.0-Platinum Core+ (Affiliate Edition) delivers a robust, secure, and user-friendly
foundation for the ClearCoin Foundation's blockchain ecosystem. The application successfully combines
enterprise-grade security with intuitive user experience, providing stakeholders with professional-grade wallet
management capabilities enhanced by a comprehensive affiliate referral system.

The implementation of the affiliate program, combined with tiered funding mechanisms, comprehensive
admin controls, wallet deletion safeguards, and KYC/AML compliance framework positions ClearWallet
Professional as a scalable solution ready to support the foundation's growth, organic expansion, and
operational requirements. The affiliate system enables structured partner growth while maintaining security
and compliance standards.
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